YOU AND THE
INTERNET

(AB) USE, CRIME AND
COMPLAINT
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Text CybercrimeOffice.

Translationfrom the Portuguese CybercrimeOffice.

Graphicarrangement CybercrimeOfficeand SaraMarques.

lllustrations: childrenand youngpeople from EscolaBasica do LumiafGuilherme,6 years
old, Filipe, 6yearsold, Anténio, 6yearsold and Heleng 7 yearsold), from the 3rd and 4th
degreeof EscolaBasica de Telheiras n°(BAndré Moura, Miguel Garcia, Alice Custodio,
Rodrigo Pereiraand Francisca)from the 9th degreeof EscolaBasica de Telheira@\na
Catarina Marques, Maria Lopes, Mafalda Policarpo, Henrique Campos, Bruno Gongal
Mafalda Martins, Teresa Neves, Joana Anjos, Martim Natel André Bras Gouvejafrom
the 9th degreeof EscolaSecundaria Vergilio Ferreir@aniela Torreand Jodo Pomboand
from the Secondarydegreeof EscolaSecundaria Vergilio Ferreifd@nés Fernandes, 15
yearsold, Beatriz Rodrigues, 1$earsold, Maria Candeias, 1§earsold and Bruno
Henriques, 17#earsold).

CoversFilipe, 6yearsold, from Escola Basica doumiar, Maria Candeias, 1§earsold,
from EscolaSecundaria Vergilig-erreiraand BrunoHenriques, 1#4earsold, from Escola
Secundaria Vergilio Ferreira
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DISCLAMERall the mentioned legaltexts do not correspondin their termsto those of
the acts thosetexts are quoted briefly and simply, in view of a better understandingby
thosewho are not familiar with them.




TO THE CHILDREN AND YOUTH PEOPLE, TO THE PAREN
ANDTO THE TEACHERS:

The Internetid Yy dzo A lj dzA GG 2 dza NB I f A st ¢ K
we workandwe search for information that we need for the daily

life. Most ofus are almost permanently connected to this network of
networks,for professional reasons ather ¢ or simply becausave

R 2 vy Q (ito féel ofirdelve®ffline or disconnected .

This is even more applicable to children and yopagple, who live
permanentlyconnected especiallyto social networks: increasingly,
they wantto be in constantouch with their classmateandfriends.
And, ofcourse, with all the rest they can find in the virtual world: the
news and trends.

The Internet has thus gaineth immeasurable dimension. Besides, it
is a free and open unregulated spawdiere themost variedrights

can have expressionbeginning by the right dreedom of
expressionBut it is also a fertile ground for the development of new
and creative illiciactivities.

There are several publications and initiativeith the scope to call
the attention tothe dangers of the Internednd with
recommendations to its safe use. The purpo$e¢his booklet is not
to be an alternative to those initiativeQur aim is taontribute,
through information, toa saferinternet, makingclear that some
behaviours againsthildren andyoung people are a crime. We will
talk about the criminatomplaint,how to do it andvhom to address
it. Finallywe will remind theexistence obther answers, not in the
criminal side, thatanalso ensure theights of children and young
victims ofthe misuseof the Internet.

Joana Marques Vidal,
ProcuradoraGeral da Republica



YOU AND THE INTERNET
On the Internet you have theight...

...to privacy
You have the rightiot to see youipersonal datalisclosedwvithout
your permission andot to have youlife publicizedor probed

Youhave the right thafacts, writings or images concerning yane
not published withoutyour permission.

Youhavdl KS NAIKG GKFG 20KSNAR dmaly Qi
account, or accounts asocial networks, with your namas if itwas
you to do so.

The truth is thaeverything you upload or post on theternet can
be seen by everyone and shall there forever out of your control.
Whatever you send, bgmailor telephone messagealsogets out of
your control: youR 2 Y Q (i whitytBegs will do, or to whom they
will forward whatever you send them.

Constitution of the Portuguese Republic
Article 26
(everyonehas theright to privacy and to
privateand family life)

Criminal Code
PolNHAS Wi Article 19271 Inquest of privacy

- ; 7 & (it shallbe punished with imprisonment
FOTOGRAFIAS g% g to 1 yearor afine, whoever recordsr
INTERNETE / _ broadcast_s conversatiore captures
images, odisclosedacts concerning the
privatelive of other people)

Article 199 - illicit recordings and
photographs
(it shallbe punished with imprisonment
to 1 yearor afine, whoever records or
makes use of someomése'swordsnot
directed to thepublic, without consent,
andwhoever records the image of
someoneelse, ormakes use of this kind o
picturesor movies, against the will of tha
person)




YOU AND THE INTERNET

On the Internet you have theight...

XOKFG 20K@NBE NBaLISOI

You havehe right to express yourdeas and to support youwriews.

But you also have therigiit K I i 2 0 K S NddeReyoQ i A Y
YR GKS NAIKG dkbuw GKSe& R2y Qi
You have the righthat othersrespect youmameand your image, as

well asthat they respect your national or ethnical origin and the fact
that youbelong to a certain group or religion
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Constitution of the Portuguese Republic
Article 37
(everyone has the right to freely express and publicize his o
thoughtsjn writing, by imagesr by any other means)

Article 26
(it is recognized to all the right the personaldentity,
citizenship, good name and reputation, image, and legal
protection against any form of discrimination)

Penal Code- Article 180 - Defamation
(it shallbe punished with imprisonment upGanonthsor with a
fine not exceeding 240 dayshoever attributes to otheerson
afactor expresses awpinionabout him or her, that can be
offensive to its honouor consideration)




YOU AND THE INTERNET
On the Internet you have theight...

...not to be harassed.

Cyberbullyings a term used to describe the attitude of those who use
the technologies (computers, mobile phones) to pracbodlying
Practicingoullyingis assaulting colleagues, physically or psychologically,
in a continuous and repeatemdanner, withoutany reason and without
being assaulted.

Onthe Internet you have the right not to be harassedovoked,

insulted or discriminated.

You have the right not tbe ridiculed for youphysical characteristics,
for the way you look like, foyour nationality, your race dor belonging
to an ethnical groupor by your religion. You have the right not to be
humiliated or intimidated.

Criminal Code
Article 153 - Threat
(it shallbe punished with imprisonment uploearor a fine of up
to 120 dayswhoever threatens others, mentioning that is going

kill him, harm, offend their personal freedom or sexual self
determination or to withdraw assets of considerable value)

Article 154 - Coercion
(it shallbe punished with imprisonment up3gearsor a fine,
whoevercompels another persondo anact or omission, osuffer
an activity bythe meansf violence or threat)

Article 180 - Defamation
(it shall be punished with imprisonment up to 6 months or wit
fine not exceeding 240 days, whoever attributes to other persg
fact or expresses an opinion about him or her, that can be offe
to its honour or consideration)

Article 181 - Insult
(it shallbe punished with imprisonment up3anonthsor a fine of
i w\ == '\ up to 120 dayswhoever insults anoth@ersonattributing to that
\CY BE,Q\Q UZL\( NG’ person factser referring words able to offend his honasrespect
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YOU AND THE INTERNET

On the Internet you have theight...

X002 KIFIgS aSOdz2NAGeo

Youhave the righthat others do notinterfere with your computer or

mobile phone ando use themknowing that others will noknow
and will not interfere with that use.

You have the right teeep the data you lawfully store in your mobile
phone or computer safe, and not to see the data disclosemoved,
erased or destroyed by others.
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Cybercrime Law ?
Article 4
(it shallbe punished wittmprisonment ‘
up to 10yearswhoever deletes, alters,
destroys, damages, remov@senders
unusable computer data of another
person)

S R T

Article 6
(it shallbe punished wittmprisonment
up to Syearswhoever obtains
unauthorised accessdaocomputer
system- including mobile phones of
anotherperson




YOU AND THE INTERNET
On the Internet you have theight...

Xy 2 G2 ogirta§es th& &fénd or harm you.

Youhave the right tosurf the web without encounter websites images

of violence, discrimination of arignd or

pornography.

Child pornographyin particular, is a very serious crime.

Criminal Code
Article 176
(it shallbe punished witimprisonment
up to 8 years, whoever uses minors i
photographsfilms or otherpornographic

records;
thesame penalty applies those who
distributethese materialgp those who
acquirethem to distributegr to anyone
who possess it).



